eSafety

DEMONSTRATION OF ESAFETY ISSUES

Issue Resource URL/Reference
Passwords Password strength checker, http://pwdtest.cases.lu/?lang=en
available in EN, FR, DE

(Luxembourg SIC)

How secure is your password? http://howsecureismypassword.n
et/

Google teaches us password www.google.ie/goodtoknow/onlin

safety, video included. e-safety/passwords/

How to make strong password www.microsoft.com/en-
gb/security/online-
privacy/passwords-create.aspx

Password Lesson Plans www.commonsensemedia.org/educa
tors/lesson/strong-passwords-3-5

Online Video showing how your online www.youtube.com/watch?v=zIM-

reputation issues

Social
networking
misuse, over
sharing, careless
use of own
information and
data, photo
tagging, sexting,
cyberbullying,
defamation,
libel...it's a long
list!

footprint can cause you problems!
(from AVG — Digital Diaries)

YuUQ3Ms

Excellent video resources from
Norway on online reputation

www.dubestemmer.no/en/Films/

Ages 13-
17/The Photo album/#content

Videos from the PAN EU Youth
panel on online reputation, good
examples of peer produced
resources

www.youtube.com/watch?v=rB 1
bknT6WO0&playnext=1&I|ist=PL0O09
BEE399907B149&feature=results
main

Data protection day — privacy —
video

www.youtube.com/watch?v=r50j
glaly9w

Tagged —resource from Australia —
this is an excellent 18 min video
with supporting materials for
students, teachers and parents

www.cybersmart.gov.au/tagged

Digital dirt - video from Orange
which focuses on how material we
put online today could cause
problems in the months and years
ahead.

www.youtube.com/watch?v=JJfw
3xtdemY

Microsoft advice: How to protect
your privacy online

www.microsoft.com/en-
gb/security/online-
privacy/prevent.aspx

Microsoft advice: How to protect
your online reputation

www.microsoft.com/en-
gb/security/online-
privacy/reputation.aspx

Google Good to Know Campaign

www.google.ie/goodtoknow/

Google safety tools

www.google.ie/goodtoknow/familysa

fety/tools/
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eSafety

Managing one’s
online

UK SIC advice for teachers.

www.saferinternet.org.uk/advice-
and-resources/teachers-and-

reputation professionals/professional-
reputation
Google sites
Google Dashboard video www.youtube.com/watch?v=ZPaJ
PxhPg g
Google alerts www.google.ie/alerts
Where to set up an alert
Advice for UK trainee teachers www.childnet.com/kia/traineetea
chers/technology.aspx
Social Facebook guide for educators http://facebookforeducators.org/wp-
networking content/uploads/2011/05/Facebook-
guides Edu-Guide.pdf

Facebook guide to security —
excellent guide which contains lots
of advice on how to make FB even
more secure and private

www.facebook.com/safety/attachme
nt/Guide%20to%20Facebook%20Sec

urity.pdf

Facebook Check — available in EN
and DE

www.saferinternet.org.uk/Conten
t/Childnet/Safer-Internet-
Centre/downloads/resources/Fac
ebook-Checklist.pdf and
www.saferinternet.at/fileadmin/fi
les/Materialien 02 2011/Faceboo
k Check 0911.pdf

Parent’s guide to Facebook —
excellent guidance on setting up
Facebook safely and understanding
the privacy settings — available in
EN and Arabic

www.connectsafely.org/Safety-
Advice-Articles/facebook-for-

arents.html

Guidance for staff in using social
media

www.gtcs.org.uk/web/FILES/teach
er-regulation/professional-
guidance-ecomms-social-

media.pdf

Placing eSafety
across the
Curriculum

UK curriculum given as an example.

www.childnet.com/kia/secondary
/curriculum.aspx

Shopping Online

EU Consumer Education

www.dolceta.eu

Tips on secure shopping

www.getsafeonline.org/shopping-
banking/shoppingl/

Microsoft tips

www.microsoft.com/security/onli
ne-privacy/online-shopping.aspx

Shop safely

www.onguardonline.gov/articles/
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eSafety CPDLab

0020-shopping-online
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This document is created as part of an EC-funded project, CPDLab.
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Unported Licence: http://creativecommons.org/licenses/by-sa/3.0/

The work presented on this document is supported by the European Lifelong
Commission’s Lifelong Learning Programme — project CPDLab: Continuing - Learning
Professional Development Lab (Grant agreement 2011-3641/001-001). The Programme
content of this document is the sole responsibility of the consortium members

and it does not represent the opinion of the European Commission and the Commission is not responsible for
any use that might be made of information contained herein.
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